Microsoft Education Support Stack | Identity & Access Security Stack
Estimated Support Hours Needed: 4 Hours (This is an average; this will vary by school or institution.)
Target Audience: 
· Designed for K12 and Higher Education institutions seeking quick, targeted gains through a short, outcome-focused engagement:
· Need stronger MFA, Conditional Access, and admin governance in Microsoft Entra ID
· Want to reduce identity risk and unauthorized access without disrupting learning
· Lack visibility into current identity security gaps and Zero Trust readiness
Service Overview
Support Stacks are predefined, outcome-based engagements designed to help K-12 and Higher Education* institutions optimize their technological environments as it relates to Microsoft 365 Education integrations. These stacks are part of CDW Amplified for Microsoft Education Support Subscription and are tailored to address common challenges in education IT operations. support Stacks are predefined, outcome-based engagements.
This stack establishes a secure and intelligent access foundation for the institution. We leverage Microsoft Entra ID to implement Zero-Trust principles, ensuring that every sign-in, user, and device is verified before gaining access to resources. The goal is to protect students, faculty, and staff identities while preserving a frictionless learning experience across Microsoft and hybrid environments.
Deliverables
· Zero-Trust Configuration Baseline for Microsoft Entra ID:
Guided set of security controls to enforce “never trust, always verify.” Includes MFA for all/selected users, Conditional Access based on risk and device compliance, and limited admin role to ensure only verified users and trusted devices access institutional resources
Milestones
1. Review current Entra ID architecture, authentication methods, and institutional risk posture.
2. Evaluate Conditional Access, MFA, and identity governance configurations; define recommendations for Zero-Trust alignment.
3. Validate key settings (MFA enforcement, role assignments, and admin boundaries) and provide adjustment guidance.
The engagement for this project is considered complete once all deliverables are given to the customer. Further questions or support needed would constitute a new engagement and could incur additional costs. 
Ready to get started? Click here to create a ticket. 
