Microsoft Education Support Stack | Cloud PKI Setup Stack
Estimated Support Hours Needed: 4 Hours (This is an average; this will vary by school or institution.)
Target Audience: 
· Designed for K12 and Higher Education institutions seeking quick, targeted gains through a short, outcome-focused engagement:
· Use certificates for Wi‑Fi, VPN, or device trust
· Want to modernize PKI with Microsoft Cloud PKI
· Need a short PKI foundation engagement

Service Overview
Support Stacks are predefined, outcome-based engagements designed to help K-12 and Higher Education* institutions optimize their technological environments as it relates to Microsoft 365 Education integrations. These stacks are part of CDW Amplified for Microsoft Education Support Subscription and are tailored to address common challenges in education IT operations. Support Stacks are predefined, outcome-based engagements.
This stack helps institutions establish a modern certificate of authority in Microsoft Cloud PKI to support secure authentication scenarios such as EAP‑TLS Wi‑Fi, VPN access, and device trust. We evaluate existing certificate dependencies, design the Cloud PKI hierarchy, and configure tenant-integrated certificate issuance. The result is simplified PKI infrastructure with improved security, reliability, and scalability.
Deliverables
· Cloud PKI Architecture Baseline:
Root CA and issuing CA configuration, certificate profiles, lifecycle management, and trust integration.

· Certificate Profile Recommendations:
Best‑practice certificate templates for users and devices, including SAN/EKU guidance for EAP‑TLS and enterprise apps.

· Identity Platform Integration:
Mapping Cloud PKI issuance to Intune, Entra ID, and NPS/RADIUS or other authentication endpoints.
Milestones
1. Review current authentication systems (NPS/RADIUS, Wi‑Fi, VPN) and existing PKI dependencies.
2. Validate licensing and Cloud PKI prerequisites for tenant readiness.
3. Configure Cloud PKI hierarchy (root + issuing), certificate profiles, and trust relationships.
4. Provide deployment guidance for Intune certificate profiles, NPS integration, and certificate lifecycle strategy.


The engagement for this project is considered complete once all deliverables are given to the customer. Further questions or support needed would constitute a new engagement and could incur additional costs. 
Ready to get started? Click here to create a ticket. 
